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Constructing a Scale for Measuring Cyber-War 

Awareness among University Students in the Syrian 
Arab Republic 

 

Hiba Abdullateef Dodouh 

College of Education/ University of Aleppo   

Abstract 
 

This research aimed to construct a scale to measure the level of cyber-war awareness among youth in 

the Syrian Arab Republic and identify differences based on gender and educational qualifications. It also 

evaluated the validity and reliability of the scale. The researcher used a questionnaire that included several 

dimensions, such as knowledge of cyber risks, personal protection strategies, understanding security 

responsibilities, awareness of security tools and technologies, and response to cyber emergencies. The 

study sample consisted of 176 students from Aleppo University, categorized by demographic variables 

such as gender and specialization. 

The results indicated a high overall awareness of cyber war and its dimensions, with a relative 

weight of 80.04%. The highest-scoring items included statements such as: "I am aware of the types of 

digital attacks, such as phishing and DDoS," "I can recognize signs of digital breaches on my personal 

accounts," "I use two-factor authentication when possible,""I regularly update security and protection 

programs," "I am aware of my rights and responsibilities as an internet user," "I see the importance of a 

clear digital security policy," "I follow developments in cybersecurity technologies," "I regularly use 

security tools to protect my data," "I feel capable of handling cyber incidents," "I know how to act if my 

personal accounts are attacked," "I know how to manage stress caused by digital threats," and "I am 

concerned about digital threats in my daily life." 

Statistically significant differences in cyber war awareness and its dimensions were found based on 

gender, with males scoring higher in all but the social impacts dimension, which showed no significant 

difference. Additionally, no statistically significant differences were found across most dimensions of cyber 

war awareness, except for knowledge of cyber risks and the overall awareness score, which favored 

students in applied sciences. 

The researcher recommends enhancing cognitive awareness and developing preventive behaviors to 

address the previously mentioned weaknesses in cyber war awareness through educational and training 

programs for university students. 
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1 **0.500 **0.548 16 **0.502 **0.598 31 **0.501 **0.540 

2 **0.518 **0.587 17 **0.554 **0.548 32 **0.555 **0.529 

3 **0.535 **0.544 18 **0.519 **0.510 33 **0.552 **0.582 

4 **0.525 **0.508 19 **0.521 **0.540 34 **0.529 **0.584 

5 **0.529 **0.504 20 **0.583 **0.595 35 **0.549 **0.506 

6 **0.594 **0.560 21 **0.563 **0.578 36 **0.514 **0.524 

7 0.600 **0.560 22 **0.596 **0.546 37 **0.512 **0.584 

8 **0.502 **0.536 23 **0.564 **0.519 38 **0.558 **0.537 

9 **0.506 **0.544 24 **0.551 **0.592 39 0.600 **0.592 

10 **0.521 **0.532 25 **0.564 **0.581 40 **0.530 **0.517 

11 **0.593 **0.522 26 **0.504 **0.501 41 **0.587 **0.516 

12 **0.598 **0.561 27 **0.573 **0.550 42 **0.511 **0.528 

13 **0.581 **0.506 28 **0.520 **0.525 43 **0.526 **0.574 

14 **0.557 **0.545 29 **0.527 **0.515 ---- ---- ---- 

15 **0.506 **0.551 30 **0.590 **0.579 ---- ---- ---- 
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الوزن 

 النسبي

الانحراف 

 المعياري

الوزن النسبي 

 المئوي
 الترتيب

4.86 0.34 %97.27 1 

3.68 0.93 %73.64 5 

3.95 1.07 %79.09 3 

3.32 0.97 %66.36 8 

3.36 0.88 %67.27 7 

3.91 1.09 %78.18 4 

3.18 1.27 %63.64 9 

2.77 1.35 %55.45 10 

4.14 1.02 %82.73 2 

3.50 1.20 %70.00 6 

3.67 1.01 %73.36 ----- 

4.09 0.85 %81.82 4 

4.27 0.75 %85.45 1 

3.73 1.14 %74.55 7 

3.86 1.14 %77.27 6 
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4.18 1.16 %83.64 2 

4.09 0.67 %81.82 3 

3.91 0.90 %78.18 5 

4.02 0.94 %80.39 ----- 

4.45 0.58 %89.09 4 

4.64 0.57 %92.73 2 

4.59 0.65 %91.82 3 

4.23 1.00 %84.55 6 

4.68 0.47 %93.64 1 

4.32 0.82 %86.36 5 

4.48 0.68 %89.70 ----- 

3.77 0.95 %75.45 4 

3.68 1.06 %73.64 6 

4.32 0.76 %86.36 3 

4.36 1.03 %87.27 1 

3.36 1.11 %67.27 7 

3.77 0.90 %75.45 5 

4.32 0.88 %86.36 2 

3.94 0.96 %78.83 ----- 

3.14 1.22 %62.73 6 

4.41 0.65 %88.18 2 

3.50 1.12 %70.00 5 

3.05 1.11 %60.91 7 

4.45 0.66 %89.09 1 

3.95 0.98 %79.09 4 

4.36 0.71 %87.27 3 

3.84 0.92 %76.75 ----- 

3.91 0.85 %78.18 5 

4.45 0.58 %89.09 1 

3.95 0.71 %79.09 4 

4.32 0.63 %86.36 2 

3.68 0.82 %73.64 6 

4.05 0.64 %80.91 3 

4.06 0.71 %81.21 ----- 

4.00 0.87 %80.04  
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Independent Sample T Testدام ، وباستخ

 ، أظهرت النتائج:spssبرنامج 

 

 البعد
 العدد الجنس

المتوسط 

 الحسابي

الانحراف 

 المعياري

القيمة 

 التائية

درجة 

 الحرية

قيمة 

 الدلالة
 القرار

 دال 0.000 174 5.794 7.137 39.417 96 ذكور 1

     6.509 33.400 80 إناث

 دال 0.011 174 2.567 4.687 28.917 96 ذكور 2

     4.070 27.200 80 إناث

 دال 0.000 174 5.060 1.733 27.833 96 ذكور 3

     3.451 25.800 80 إناث

 دال 0.000 174 6.805 3.392 29.333 96 ذكور 4

     4.081 25.500 80 إناث

 دال 0.001 174 3.528 4.541 27.917 96 ذكور 5

     4.080 25.600 80 إناث

 غير دال 0.805 174 0.247 2.736 24.417 96 ذكور 6

     3.516 24.300 80 إناث

 دال 0.000 174 5.338 19.379 177.833 96 ذكور الكلي

     20.380 161.800 80 إناث
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Independent Sample T Testامج رن، وباستخدام ب

spss:أظهرت النتائج ، 

 البعد
 العدد الجنس

المتوسط 

 الحسابي

الانحراف 

 المعياري

القيمة 

 التائية

درجة 

 الحرية

قيمة 

 الدلالة
 القرار

دال  0.000 174 7.911 7.115 33.786 112 نظرية 1  

طبيقيةت  64 41.750 4.983     

 غير دال 0.418 174 0.812 3.690 27.929 112 نظرية 2

     5.634 28.500 64 تطبيقية

 غير دال 0.749 174 0.321 2.040 26.857 112 نظرية 3

     3.871 27.000 64 تطبيقية

 غير دال 0.156 174 1.424 3.824 27.929 112 نظرية 4

     4.701 27.000 64 تطبيقية

 غير دال 0.800 174 0.254 4.320 26.929 112 نظرية 5

     4.774 26.750 64 تطبيقية

 غير دال 0.443 174 0.769 3.304 24.500 112 نظرية 6

     2.734 24.125 64 تطبيقية

 دال 0.031 174 2.175 19.357 167.929 112 نظرية الكلي

     23.907 175.125 64 تطبيقية
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